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Risk Insider: Jack Hampton 
 
By: Jack Hampton, June 27, 2017 
	
	

Millennial Optimism 
 
John (Jack) Hampton is a Professor of Business at St. 
Peter’s University and a former Executive Director of 
the Risk and Insurance Management Society (RIMS). 
His recent book deals with risk management in higher 
education: "Culture, Intricacies, and Obsessions in 
Higher Education — Why Colleges and Universities are 
Struggling to Deliver the Goods." His website is 
www.jackhampton.com. 

 
If you are between the ages of 13 and 35, you are a “millennial.” Don’t be embarrassed 
to admit it. 
 
Sure, they say you don’t know anything about politics or money and you don’t read 
newspapers. You’re lazy, even as you think you’re smarter than everyone else. The 
United States is losing its edge and you are the cause. 
 
Dominik and Jan respectfully beg to differ with this description of their generation. 
 
Dominik just graduated from high school with plans to take a “gap year” before starting a 
college program in computer engineering. 
 
For him, high school was not all that interesting. The subjects taught in traditional 
classrooms prepared him for standardized exams but he does not really understand why 
that was important. He basically taught himself, helped by a few friends, to learn about 
things that he really wanted to know. 
 
Take, for example, cryptocurrencies. At age 17, he’s not entirely sure that the bitcoin is 
the way to go. Using his smart phone, he will show you the code to open his digital 
wallet, but only briefly, explaining that he will not allow someone enough time to 
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memorize it. Good risk management. 
 
I saw the code. It is something like 2BF46KW3EM539QZG46NX93. I do not remember it 
exactly. 
 
Dominik got no help from his teachers when he started building a half-finished phone 
“app” to calculate the statistics of a baseball game as events occur. When the game 
finishes, the app will provide a complete picture of who did what and when and how 
often. 
 
Jan, his older brother, is a sophomore in college. Also interested in computer 
engineering, he reports getting little help from professors. “I learn this stuff from the 
other kids.” By his estimate, Asian, Indian, and other foreign students make up about 60 
percent of the student body. Jan fits right in with them. 
 
Jan wants practical experience. He is spending the summer writing software for his 
father’s high-tech manufacturing firm. The company employs industrial robots, some of 
the two million of them in the United States. Jan is customizing his father’s robots to fit 
local needs. Doing so will improve efficiency, lower costs, and eliminate jobs. 
 
Do either of these young millennials worry about what they are missing from the past? 
Not really. 
 
They never typed or mailed letters, pursued jobs from classified newspaper ads, or 
bought music at Tower Records. 
 
They ignore the criticism that they don’t read books but do send text messages while 
teachers drone on in large lecture halls. 
 
Are they concerned about allegations that their generation will cause the demise of 
American civilization as we know it? They don’t care. 
 
Knowing the technical skills their generation brings to the table have largely developed 
as a result of their own energy, Dominik and Jan are participating in or even leading a 
revolution. 
 
Their outcomes are not guaranteed. We can only hope Dominik does not get into trouble 
using his bitcoins for money laundering and Jan’s programming does not create robots 
that eliminate his own job. 
 
Go for it guys! 
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Risk Insider: Jack Hampton 
 
By: Jack Hampton, May 25, 2017 
	
	

Disruption Awaits 
Higher Education 
 
John (Jack) Hampton is a Professor of Business at St. 
Peter’s University and a former Executive Director of 
the Risk and Insurance Management Society (RIMS). 
His recent book deals with risk management in higher 
education: "Culture, Intricacies, and Obsessions in 
Higher Education — Why Colleges and Universities are 
Struggling to Deliver the Goods." His website is 
www.jackhampton.com. 

 
It’s 11 p.m. in Manhattan and the theaters near Times Square are letting out. Many 
residents of the city don’t own cars or at least won’t pay $30 a day to park them nearby. 
Thank goodness taxis are available to transport everyone. Or are they? 
 
Not a problem. Click on your smart phone to request a convenient, inexpensive and safe 
service to take you home. Immediately coming to mind is the ubiquitous Uber, but it’s 
not your only choice. Lyft gives it a run for its money. Even taxicab companies finally 
adopted the model. 
 
Higher education may be the taxicab companies of 10 years ago. The business of 
college and universities is being disrupted, but the threat has been masked by all the 
attention given to abuses by for-profit colleges. Their misbehavior is widely known, and 
it has poisoned the well. 
 
We were slow to respond when Joshua Woods, a doctoral student at Michigan State 
University, dramatically exposed it in 2006. He fictitiously applied to six MBA programs 
as part of a research project. He used bad grammar and spelling while explaining he 
was a 31-year-old high school graduate with a grade-point average of 2.0. 
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Michigan State promptly answered. “An applicant must have a bachelor’s degree to 
apply for an MBA program. More information is available on our website.” Not the 
answer from for-profits. 
 
Within 30 days, he was being recruited by ITT Technical Institute, the University of 
Phoenix, Davenport University, the American Graduate School of Management, and 
Corinthian College. Thirty separate emails containing four sales themes: 
 

▪ Opportunity. “The starting salary for individuals holding the MBA degree is 
$55,000.” 

▪ Ease. “We give you all the help you need to get an MBA, including federal loan 
financing.” 

▪ Encouragement. “You can do it. You can improve your life.” 
▪ Shame. “Are you happy with your life? Embarrassed to tell others where you 

work?” 
 
In recent years, many students responded to such admonishments. To pay tuition, they 
were often loaded up with government and other loans. The financial ramifications of 
more than one trillion dollars of student debt casts a shadow over higher education 
today. 
 
The government is now dealing with the recruiting and financial abuses. At least we 
hope this is true. Are colleges doing the same? 
Thus, we get to Purdue University. Is it about to engage in disruptive innovation? 
 
In April 2017, the school acquired the for-profit Kaplan University with its 32,000 online 
and campus-based students on 14 campuses in seven states. The Washington Post 
reported the purchase was an effort to “extend Purdue’s reach into online and adult 
education.” 
 
The effort by Purdue raises an interesting possibility. Colleges that disrupt the traditional 
model – use technology, create attractive new programs, respond to economic and 
other forces – may be the survivors in a world where higher education must overcome 
financial and other difficulties attacking the traditional education model. 
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Risk Insider: Jack Hampton 
 
By: Jack Hampton, April 10, 2017 
	
	

What’s the Greater 
Risk: Student Debt or 
Internet Scorn? 
 
John (Jack) Hampton is a Professor of Business at St. 
Peter’s University and a former Executive Director of 
the Risk and Insurance Management Society (RIMS). 
His recent book deals with risk management in higher 
education: "Culture, Intricacies, and Obsessions in 
Higher Education — Why Colleges and Universities are 
Struggling to Deliver the Goods." His website is 
www.jackhampton.com. 

 
The media spotlight is merciless and the Internet only magnifies the viral possibilities. 
We see the danger on a daily basis. Even the best and the brightest must be careful. 
 
Thus far criticism has not developed for Ifeoma White-Thorpe, a New Jersey teenager 
recently accepted into every Ivy League college. Nor should it for the young lady who is 
a student council president at her public high school, winner of a national essay contest 
and who wants to pursue a career in global health policy. 
 
Her biggest problem now is to decide which school offers the most financial aid. At least 
that’s what she said when interviewed by the media. 
 
The high school senior recently told ABC NY, “I got into Harvard early action so I figured 
I’ll just go there … then I got into all the others and I was like, wait now, I don’t know 
where I want to go.” 
 
She told CBS News, “It will likely come down to whichever university provides the best 
financial aid package.” 
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Whoops. Do these statements open the door for critics? 
 
Some disgruntled souls might be tempted. How about the parents of students rejected 
by Harvard? Some 40,000 students applied for the 1,700 openings in the freshman 
class, a five percent acceptance rate. 
 
A sadder story involves the hundreds of thousands of young people who together owe 
more than $1.3 trillion on student loans. Many of them will spend years if not decades 
getting out from under the debt load. 
 
Not to mention that they don’t have Ivy League degrees to help them dig out of that 
hole. Many have no degrees at all. 
 
With the reputational dangers of the media, you never want to open doors for critics to 
rush in. Did Ifeoma accidentally do that? 
 
Go back to the words “early action” and “best financial aid package.” If you are the 
middle-class parent of a bright teenager, you know what these words mean. Or do you? 
 
Are “early action” applications binding? That is, if accepted by the school, do you have 
to attend it? Many people think yes, but the answer is no. The binding requirement goes 
with something called “early decision.” This does not apply to Ifeoma. 
 
The financial package can also be misunderstood, even by Ifeoma herself. Ivy League 
schools don’t give “merit” financial aid. 
 
Harvard and the others are quite explicit that they only give need-based financial 
assistance. For a family income below $60,000, Harvard does not expect parents to 
make any contribution to the cost of attending. Ninety percent of students attend 
Harvard at the same or lower cost than attending a public university in their home state. 
 
Let’s hope that we sort out some of the larger issues facing higher education. Many 
people are hurt by unbearable student debt, unethical recruiting practices, and 
emotional discussions that discourage bright foreign students from attending U.S. 
colleges and universities. 
 
It has been a few weeks since we learned the good news about Ifeoma. So far, no 
media firestorm has ignited. 
 
As we congratulate Ifeoma, let’s hope a critical story does not go viral as she and her 
family move toward their final decision. 
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Risk Insider: Jack Hampton 
 
By: Jack Hampton, April 3, 2017 
	
	

The Atlanta Highway 
Collapse 
 
John (Jack) Hampton is a Professor of Business at 
St. Peter’s University and a former Executive 
Director of the Risk and Insurance Management 
Society (RIMS). His recent book deals with risk 
management in higher education: "Culture, 
Intricacies, and Obsessions in Higher Education — 
Why Colleges and Universities are Struggling to 
Deliver the Goods." His website is 
www.jackhampton.com. 

 
On March 31st, a massive fire caused an interstate bridge in Atlanta to collapse 
during rush hour. No one was hurt even as towering flames and plumes of smoke 
were visible for more than an hour. Interstate I-85, a daily commuting artery for a 
quarter of a million people, was closed indefinitely. 
 
It’s wartime in Atlanta. Within 24 hours, the federal government released $10 
million for immediate use and promised much more to repair the overpass. 2017 
will be a nightmare for Atlanta motorists. A few years from now, the collapse will 
be a distant memory. 
 
The situation recalls historical behaviors of Dwight D. Eisenhower and George S. 
Patton. They offer a lesson for contemporary events in American life. 
 
Eisenhower was a peacetime warrior. To win the Second World War, America 
needed to transport the output of U.S. industry across the Atlantic Ocean. This 
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was a logistical challenge. 
 
Patton was a wartime commander. He fought until he ran out of tanks, ammo and 
gasoline, and then still wanted his men to fight on. To win a war with Patton: arm 
him, point him toward Germany, and stand back. 
 
Eisenhower famously was quoted multiple times on how we can achieve goals. In 
a 1957 speech he said, “plans are nothing, budgets are nothing, but planning and 
flexible budgeting are everything.” 
 
Eisenhower was perfect when peacetime behavior was needed. He carefully 
planned the invasion of Normandy, a colossal logistical operation. 
 
After being resupplied by Eisenhower, Patton pushed his troops to drive the 
enemy out of North Africa, Sicily and France. He exhibited wartime behavior. 
 
When planning was the key, peacetime decision-making did the job. When no-
nonsense action was needed, a wartime approach was the choice. 
 
Back to the present. In wartime, conditions are always intense, competition is stiff 
and action trumps planning. Peacetime seeks plans, accuracy and strategies. 
Many of our political problems today occur because we cannot muster action in 
peacetime environments. 
 
In the spirit of Eisenhower and Patton, the Atlanta incident has broader 
ramifications. Fire is not the only thing that takes down transportation routes. 
 
In 2007, an eight-lane I-35W Mississippi River bridge in Minneapolis, collapsed 
during the evening rush hour, killing 13 people and injuring 145. It was carrying 
140,000 vehicles daily. The incident produced no visible response to a broader 
problem. 
 
Ten years later, there are still 56,000 structurally deficient U.S. bridges crossed 
daily by 185 million vehicles. Almost 2,000 of them are part of the Interstate 
Highway System. 
 
Is our crumbling infrastructure a wartime or peacetime challenge? In today’s 
political climate, no one seems to be seriously seeking an answer to this 
question. 
 
Let’s answer it. We are a nation struggling to distinguish between wartime and 
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peacetime. Problems that should have been solved long ago became explosive 
issues that drown out compromise. Post-election behavior by both parties has not 
been pretty. 
 
Maybe the Atlanta misfortune can spark a badly needed discussion in 
Washington, D.C. If we start today, a crumbling infrastructure can be a peacetime 
issue. Everybody wants jobs, better roads and shorter commutes. Wouldn’t it be 
a blessing if the two political parties develop a plan to repair failing bridges and 
poorly maintained roadways? 
 
The Interstate Highway System was authorized by President Eisenhower and is 
named after him. We should demand a bipartisan effort to fix it and the other 
infrastructure catastrophes waiting to happen. 
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By: Jack Hampton, February 28, 2017 
	

Truthiness: The New 
Threshold of Reality 
 
Jack Hampton is a Professor of Business at St. Peter’s 
University in New Jersey and a former Executive 
Director of the Risk and Insurance Management Society 
(RIMS). He was named a Risk Innovator in 2008 by 
Risk and Insurance®. His website is 
www.jackhampton.com. 

 
In 2016, the media reported that Ringling Brothers Circus ended its elephant show. 
Subsequently, it announced the Circus was closing down completely after more than 
100 years in operation. Are these messages true? Who knows? 
 
To understand what’s going on the world, we must confront new definitions of “truth.” 
Not serious, you say? Tell that to the editors of dictionaries. 
 
“Truthiness” was Merriam Webster’s Word of the Year in 2006. It refers to a truth that 
won’t allow itself to be held back by evidence. We know truthiness intuitively “from the 
gut” or because it “feels right.” We completely ignore evidence, logic, intellectual 
examination, or contradictory information. 
 
Post-truth was Oxford dictionary’s Word of the Year in 2016. It describes circumstances 
when appeals to emotion and personal belief shape public opinion despite sharply 
conflicting and largely accurate facts. Evidence is ignored as a message is accepted 
and repeated. 
 
The concept of “truth” has been changing but it exploded during the 2016 presidential 
campaign. Umpteen candidates vied for attention in endless rude skirmishes that 
seized the attention of a widely-divided electorate: “The country is in serious trouble.” 
“The economy is in great shape.” “You are a crook.” “She is a liar.” “He is an idiot.” Who 
should we believe? 
 
People play with facts. Are they lying? 
 
PolitiFact.com, a project operated by the Tampa Bay Times, checks the “facts” in 
statements by members of Congress, the White House, lobbyists and interest groups. It 
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proclaims itself to be a non-partisan effort. 
 
In the 2016 election campaign, PolitiFact graded the statements of Democratic and 
Republican candidates. It found dozens of questionable statements identified as mostly 
true, half true, mostly false, false, and pants-on-fire (my personal favorite). 
 
The sad truth about politics is a person can get elected by appealing to sticky 
messages that have no substance. Truth is nowhere to be found because we ignore 
messages that conflict with what we believe. Don’t blame the media. The fault is ours. 
We believe what sounds good. 
 
“A diamond is forever.” Does it really matter when our lifespan is 80 or so years, if we 
are lucky? 
 
“Maxwell House: Good to the last drop.” Who drinks coffee to the last drop? 
 
“BMW: The Ultimate Driving Machine.” What about Ferrari or Lamborghini? 
 
Advertising slogans are one thing. It is far more dangerous for us to be guided by false 
statements that win elections but do not address the risks we face solving real world 
problems. Does it hurt us when we cannot or do not separate truth from falsehood? 
When we try to manage the risks in our lives, shouldn’t we know the difference? 
 
Remember the story of the six blind men touching different parts of an elephant and 
describing what it looked like. Everybody has an accurate picture of something but 
nobody grasps the concept of “elephant.” 
 
Does anybody really care about the truth? Of course they do. Pick a version. 
 
I want to go to the Ringling Brothers Circus next summer. Thanks to truthiness, I have 
that option. I am particularly looking forward to touching an elephant. 
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By: Jack Hampton January 10, 2017 
	

Help Wanted: Cyber 
Security Neurologist 
 
Jack Hampton is a Professor of Business at St. Peter’s 
University in New Jersey and a former Executive 
Director of the Risk and Insurance Management Society 
(RIMS). He was named a Risk Innovator in 2008 by 
Risk and Insurance®. His website is 
www.jackhampton.com. 

 
When we think about how some companies protect their electronic assets, it brings to 
mind “leech therapy.” This method has been used since ancient times to treat illness 
and disease. Many cyber security efforts resemble it. We perform a procedure and the 
patient improves. We don’t know if it was our treatment or just luck. We take credit for 
the success either way. 
 
Medical advancement recognized that the human body is constantly under attack by 
unseen aggressors. At a basic level, antibiotics kill bacteria. We prevent heart attacks by 
reducing cholesterol and high blood pressure. Surgeons eliminate cancer by exorcising 
tumors. 
 
At more complex levels, doctors move past a single remedy.  Pharmaceutical cocktails 
treat HIV, and cancer and holistic medicine helps us understand the need to make 
lifestyle changes. 
 
These lessons are needed in cyber risk management. Information technology specialists 
build firewalls and insist upon complex passwords. They work at one level but fall short 
in the face of constantly mutating electronic pathogens. 
 
To start, we need agreement on cyber security goals. The risk manager seeks to avoid 
damage to assets, interruption to operations and liability lawsuits. The underwriter wants 
to identify and insure named perils and avoid all-risk policies that cannot identify black 
swans. The CFO wants insurance to protect big losses but balks at incurring high costs 
without assurance that massive cyber damage will be reimbursed by the coverage. 
These individual viewpoints can be reconciled by a “cyber security neurologist,” an 
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individual with the knowledge and training to protect the total cyber body. 
 
A neurological disorder is an abnormality in the brain, spinal cord or nervous system. 
Damage includes paralysis, seizures, confusion and pain. 
A cyber neurological disorder can affect the (1) “brain” (computers, servers, and 
knowledge of work force), (2) electronic “central nervous system” (business disruption 
and liability) and (3) “peripheral nervous system” (liability exposures with customers, 
suppliers, partners and regulators). 
 
There are many medical neurological disorders, some relatively common, but many 
quite rare. They may be treated by different specialists using preventative measures, 
lifestyle changes, physiotherapy, pain management and surgery. 
 
Cyber neurological disorders are often treated differently. Organizations build firewalls 
without changing practices, processes and cultural lifestyles that leave doorways open. 
If this is your perspective, the next step is likely to be pain management. 
 
What if we treat cyber risk like a peanut disorder, a type of hypersensitivity provoked by 
an allergen? A medical study just turned treatment on its head. Previously, doctors 
diagnosed the allergy and told us to keep totally away from any food with even a trace of 
peanut content. Teenage and adult peanut intolerance soared with this guidance. 
 
A new study shows allergen immunotherapy or desensitization dramatically increases 
tolerance. Small doses of peanut butter starting with infants greatly reduces the 
likelihood of the disorder later on. 
 
Cyber immunotherapy could treat the whole system. We can sensitize authorized users 
and correct behaviors that are careless or unmindful. We can separate data that needs 
the highest security from routine information available all over the internet. We can 
recognize that cyber risk is not a disease that needs an IT brain surgeon when the real 
problem is we are not protecting the entire electronic neurological system. 
 
In conclusion, you may ask, “Why does everyone pick on poor leech therapy?” To 
comply with the Equal Time Rule, you are directed to Mehdi, a self-described Leech 
Therapist in Australia. He points out bloodletting “is still thriving today.” 
 
Sony Pictures, Yahoo and the Democratic National Committee are victims of recent 
cyber attacks. Maybe they needed more than electronic “bloodletting.” 
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By: Jack Hampton, December 7, 2016 
	

The Changing 
Concept of Privacy 
 
Jack Hampton is a Professor of Business at St. Peter’s 
University in New Jersey and a former Executive 
Director of the Risk and Insurance Management Society 
(RIMS). He was named a Risk Innovator in 2008 by 
Risk and Insurance®. His website is 
www.jackhampton.com. 

 
Classical Chinese Mandarin had no word that conveyed the modern meaning of privacy. 
Its closest term conveyed a message close to “shameful secret,” as when a person 
wanted to hide a disgraceful behavior from others. 
 
Everybody knows the meaning of “privacy.” It is freedom from being observed or 
disturbed by others. Legally, it is a right to control access to our personal information. 
 
Is the issue of privacy about to change as a major theme in our society? 
 
We can ask German Chancellor Angela Merkel, “Did you feel violated when you learned 
the U.S. National Security Agency listened to and recorded your cell phone 
conversations?” 
 
We could contact 32 million members of Ashley Madison, the commercial website that 
facilitates discreet sexual affairs for married adults. Did bad things happen after the 
release of their full names, home addresses, and credit card transactions? 
 
We might be curious about what happened to Ashley Madison’s clients in Saudi Arabia 
where adultery is a crime punishable by death. 
 
Curiosity is one thing. Managing the exposure from a privacy breach is a potential 
disaster. 
 
Risk managers are concerned about privacy violations that increasingly are coming from 
out of nowhere. We should be concerned too. 
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Ask Erin Andrews, the ESPN reporter who was videotaped naked in her hotel room. A 
jury verdict was $55 million from Marriott for violation of privacy. 
 
You can’t ask Tyler Clementi, an 18-year-old student at Rutgers University. He jumped 
to his death from the George Washington Bridge after his roommate used a webcam 
and shared an Internet video of Clementi kissing another man. 
 
Privacy violation is big business. The collection of our private data is a $300 billion-a-
year industry employing millions of people in the United States. They gather information 
without regard to how it will be used. They digitally scour Facebook for information about 
people going on vacation, match it with email addresses, and sell it to vendors in 
destination locations who promote events for tourists. Unintentionally, the information 
can wind up in the hands of burglars who break into empty homes. 
 
Elsewhere, recruiters uncover personal data not volunteered in applications for 
employment. Unscrupulous proprietary schools identify financially struggling students 
and put them into debt pursuing programs they will not complete. 
 
The quest for sensitive data and other secrets is part of a new discipline called 
“business analytics.” 
 
The definition is quite harmless. It refers to continuous and repeated exploration and 
investigation of data to improve performance. 
 
It uses the availability of the massive amount of data collected by companies, 
governments, and other parties who have little or no respect for privacy. 
 
The situation is complicated because we actually train people to violate privacy. 
Business analytics is a “hot” academic program on college campuses. Students learn 
how to pore through our personal lives to create “meaning” that will be used for or 
against us by complete strangers. 
 
What is the reality of personal privacy? It’s gone. 
 
Politicians use business analytics to find friendly voters. The media tracks down hidden 
stories that inform, entertain, or titillate. Lawyers pursue clients. Employers dig for 
conflicts of interest. Netflix manages its business based on our viewing patterns. 
 
Everybody is sharing the data. Nobody is taking much time to respect privacy. 
 
We might conclude with a mission statement that could apply to a modern company. 
 
“We have to be forthright with our customers. We must earn their confidence. We must 
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show them we care about them and will protect them. Then, we can find their shameful 
secrets and invade their privacy.” 



	 19 

	
	
	
	
 
By: Jack Hampton October 24, 2016 
	

Breaching the 
Electronic Levees 
 
Jack Hampton is a Professor of Business at St. Peter’s 
University in New Jersey and a former Executive 
Director of the Risk and Insurance Management Society 
(RIMS). He was named a Risk Innovator in 2008 by 
Risk and Insurance®. His website is 
www.jackhampton.com. 

 
October 21, 2016. 
 
In what was described as a stunning breach of global Internet stability, a 
coordinated cyberattack struck online social networking and other systems 
including Twitter and PayPal. 
 
In a distributed denial-of-service, hackers flooded servers, causing them to 
collapse under the overload. 
 
Such attacks are common and we are getting used to them. This is not good. 
 
Mounting evidence shows hackers are becoming more powerful, more 
sophisticated, and increasingly interested in targeting core infrastructure 
providers. 
 
Yesterday Twitter, tomorrow the electricity grid and nuclear power plants. 
 
We have been there before. The year was 2005. The event was Hurricane 
Katrina. 
 
Here’s what we knew. Major portions of New Orleans flooded on average every 
three years for the prior 200 years before Katrina struck in 2005. Even heavy rain 
exceeded the capabilities of pumps trying to get rid of the water. 
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Since the early 1800s, the city enforced a code of burial in tombs above ground. 
Nobody wants flooding to uproot caskets and have them floating in the streets. 
 
The cemeteries, called “cities of the dead,” were a major attraction. Even today 
you can pay $25 a person and take the whole family on a “2-Hour Cemetery & 
Voodoo Walking Tour” in New Orleans. 
 
So planners in that city rationally had their eyes on tourism dollars. But what 
about risk management? 
 
Rain is one thing. Levee breaches are another. 
 
The entire city was protected either by high ground or levees built to withstand a 
Category 3 storm. Atlantic hurricanes had been growing in intensity. 
 
Katrina was a Category 5 upon arrival in Louisiana. The levees failed. 
 
Katrina should have been seen in advance. Not the exact date. Not the horror. 
Just the madness of how we often fail to fix the obvious until it’s too late. 
 
Today’s “Katrina” is not a natural disaster. Neither is it limited to the U.S. Gulf 
Coast. It’s a national or global cyber attack. 
 
The recent attack on Twitter and others did more than disturb our instant 
messaging. It gave us a glimpse of an impending electronic catastrophe. 
 
We recall automobiles with faulty ignition switches that can kill or injure us. We 
replace defective smart phones that catch fire or explode, with the potential to 
take down commercial airliners. 
 
Why do we ignore the fact that we are connecting our entire daily life — emails, 
phones, cars, appliances, hospitals, electrical networks, and pacemakers — to a 
single vulnerable system? We need more than electronic “levees” built to 
withstand a rainfall when we are facing a cyber tropical cyclone. 
 
Does this risk management failure stem from being penny-wise and pound-
foolish? 
 
The annual U.S. spending on national defense is $600 billion. The government 
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budget deficit is also $600 billion. Annual social security and disability benefits 
amount to $930 billion. 
 
How much is too much to reasonably spend to protect us as we stand here, 
watching these approaching electronic storm clouds? 
 
Spending for personal virus protection? $30 annually per computer. 
 
Spending for business systems? Thousands to millions of dollars. 
 
Spending to stabilize a global communication network that could allow really bad 
people to cause devastation and calamity? Priceless. 
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Lee Majors played the astronaut Steve Austin in a 1970’s TV series titled, “The 
Six Million Dollar Man.” The character was severely injured in the crash of an 
experimental aircraft. He was called, “A man barely alive.” 
 
The opening scene captured the American psyche with the catchy dialogue, “We 
can rebuild him. We have the technology. We can make him better than he was 
before. Better, stronger, faster.” 
 
So it is with New Jersey Transit in the aftermath of the tragic crash in Hoboken. 
A recurring quandary in risk management is how to allocate time and money. Do 
we make it “just in case,” “just in time,” or “can we can live with the 
consequences?” 
 
NJ Transit is not alone. 
 
General Motors hid data on faulty ignition switches. 124 fatalities, 274 injuries. 
 
Takata ignored defective airbags provided to Honda and its other customers. 11 
U.S. deaths. Hundreds of injuries worldwide. More than 12 million vehicles 
recalled. 
 
Volkswagen was caught with fraudulent emissions software on its vehicles. Big 



	 23 

mistake. Billions of Euros down the drain from government penalties, extra costs, 
and lost sales. 
 
Samsung had to fix exploding batteries in its Galaxy Note 7 phone. People 
catching on fire. Billions out the window. 
 
Trains recently experienced two unnecessary crashes after slow to non-existent 
implementation of positive train control. Amtrak, eight deaths, 200 injured near 
Philadelphia. NJ Transit in Hoboken. One fatality so far, more than 100 injured. 
 
Risk management is undertaken in the triangle of interest among the Board and 
C-suite, operating managers, and the risk manager. They have different interests. 
 
C-suite officers and directors often watch from 30,000 feet and do not need 
trouble. 
 
Operating managers have revenue and expense goals and try to meet them on 
often faulty risk assumptions and timetables. 
 
The risk manager tries to sensitize everybody, but has no authority to fix faulty 
ignition switches, exploding batteries, or braking systems on trains. 
 
Nobody cares about New Jersey Transit trains until they crash. 
 
The government had inspected the NJ Transit operations and found serious 
safety problems. After the crash, officials say they were getting ready to do 
something. Why did they wait? 
 
We can make the trains safer. But first we must acknowledge that severity trumps 
frequency. 
 
Enough with a six-sigma mentality. This tool for process improvement made 
famous by Jack Welch at General Electric reduces defects and errors but must 
be applied correctly. It does not work for certain decisions. 
 
Six Sigma has a goal of no more than 3.4 defects per million opportunities. This 
produces fairly flawless results in manufacturing. It would produce one 
commercial airliner crash every five days in the United States. 
 
We have the technology. We can raise the visibility of risk management and 
increase transparency of risk at the Board level and in the C-suite. 
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Most companies have positions or committees on the Board reserved for 
compensation and audit. They should create a similar role for risk management. 
 
Once created, technology can collect and organize data and create dashboards. 
C-suite officers and board members can track down information and update the 
status of risk management. 
 
It can be done easily and visually from a smart phone. Preferably one that does 
not catch on fire. 
 
It can be done via satellite connection to the Internet from a train. Preferably one 
with positive train control. 
 
It can be done from a passenger seat in a car without a faulty ignition switch or 
exploding air bag. 
 
The time is now. We have the technology. We can make risk management better. 
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The Spencer Educational Foundation holds an annual gala for insurance industry 
professionals in September each year in New York City. The fund raiser provides 
support for college and university students in insurance and risk management 
programs across the United States and Canada. The Foundation arranges 
internships for students and supports risk manager-in-residence programs on 
college campuses. Some students, known as Spencer Scholars, receive 
substantial financial aid. 
 
Risk management and insurance at the undergraduate level? Many people scoff 
at the idea. Colleges should focus on developing skills in critical thinking and 
written and oral communications. Students should learn how to analyze problems 
and work on teams. Liberal arts is the way to go. The formative college years 
should not be wasted on vocational training. 
 
Rather than debate the merits of a liberal arts foundation, supporters of Spencer 
applaud it. The 80 or so programs in insurance and risk management all build on 
a liberal arts foundation. Spencer scholars take the same history, psychology, 
and English courses as majors in theology, philosophy, and sociology. 
 
The first two years provide breadth in thinking, writing, and communicating for all 
students, whether they finish in the arts, sciences, business, or education. The 
last two years offer depth in a single discipline building skills and knowledge. 
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As an example, a Spencer Scholar studying risk management examines issues 
like those facing Etna Confectionary. The company had three facilities within five 
miles of the crater on Mount Etna in Sicily. It converted locally-grown fruit into 
candy and other confectionary products sold throughout Europe. The company 
had a mandate from the European Union to build a new larger facility. Students 
are asked to recommend a location. 
 
The company can stay on the slope of the most active volcano in Europe. The 
students can recommend moving to Messina, a safe distance from the crater but 
still local enough for supply of raw materials. This location involves a higher 
capital cost, more expensive operations, and likely lower profits. 
 
Question for the students. What are the major risks? Financial, economic, 
strategic, and management challenges are identified. That is not enough.  
The discussion comes alive when students realize the stark consequence of 
operating a few kilometers away from the crater of an active volcano. 
 
They learn about an organization’s risk appetite. How much risk are we willing to 
take to gain the benefits that accrue from taking it? 
 
The discussion helps them move from the theory to the practical. This is the skill 
they need to start their careers. 
 
Spencer realizes the challenge is to help students learn that some risks matter 
and some not as much. Spencer Scholars, and for that matter all students 
exposed to risk managers-in-residence and supervised internships, learn to apply 
the lessons of liberal arts to solve problems that require critical thinking and 
creativity.  
 
Students and parents are the customers of colleges. We all kind of know that. 
The students are also the products of colleges. We mold them, shape them, form 
them, and sell them. The contact with industry professionals during college years 
is not vocational training. Rather, it is a critically important component of 
developing an educated person. 
 
High five to Spencer. 
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An automobile runs a red light on a dark street shortly after midnight and a police 
car pulls it over. Before approaching the car, the officer takes specific risk 
management actions. 
 
They turn on a spotlight and dashboard camera to see and record what happens 
next. They verify that the license plate matches a properly-registered vehicle not 
reported missing or stolen. Then they Inform a police dispatcher about their 
location and the infraction. 
 
If everything checks out, the officer approaches the vehicle from the driver’s side, 
stops just behind any occupants, and observes. He makes sure no occupant can 
thrust the door open and knock him down. Also, by staying somewhat behind the 
occupants, he can observe hands and body language for any suspicious 
behavior that might indicate a weapon or intent to resist questioning. That way, 
he can react quickly to any hostile act. 
 
These are good risk management practices but we can do more. What has 
changed? The availability of drones — all right, unmanned aerial vehicles (UAVs) 
— to enhance law enforcement and protect officers in dangerous situations. 
North Dakota became the first state to provide guidelines for using them. Why is 
the use of drones in law enforcement moving so slowly elsewhere? 
 
We know they work. Security teams use them along with advanced technology 
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such as robots that explode packages that might contain bombs. Other advanced 
technology helps find drugs and weapons. Bob Closkey, a retired insurance 
company executive, recently asked me, “Why are the police not doing more with 
drones?” 
 
He suggests outfitting police cars with a drone capability that can be controlled by 
a dispatcher. Released after a stop, it can fly close to a vehicle to observe 
occupants and provide a clearer view of any danger. 
 
Suppose the violator takes off rather than stopping. The drone can track the 
vehicle in situations where a high speed chase would endanger police and 
innocent parties. No need to barricade a road to stop an errant vehicle. In this 
day and age, the drone electronics can simply shut down the engine. When the 
occupants try to flee on foot, the drone follows them until they are apprehended. 
 
Traffic stops are the tip of the iceberg. When allowed, drones already help in riot 
control where police on the ground are the targets of rocks and even gunshots. 
Individuals hiding in the anonymity of the mob would think twice if they know they 
are on camera and can be arrested separately from the event. Drones can be 
particularly effective when rocks are thrown from behind a sea of fellow 
protesters. Properly equipped, a drone can engage and take down perpetrators. 
 
Drones can even help restore order when lives are not in danger. It may be too 
dangerous to risk police lives to stop looting but smashing windows and theft will 
diminish when the word gets out that looters are being videotaped and will be 
prosecuted at a later time. 
 
Another use of drones is to equip them with GPS technology and arm them. 
Snipers often intervene in hostage and other situations with limited ability to close 
in, particularly from above. Drones face no such shortcoming. 
 
The evidence is compelling. Why is it going so slowly? Perhaps the use of drones 
gets mixed up in media rhetoric about privacy, police misbehavior, and gun 
control laws. Whatever. We made peace with animal lovers so dogs can be 
reliable partners with law enforcement. Why don’t we do the same thing for 
drones? 
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The Land of Lincoln health care exchange just announced it is closing as a result 
of big financial losses. Naturally, the first thing that comes to mind is podiatry. 

 
The closing after three money-losi ng years is bad news for Illinois joggers. They 
need periodic visits to the podiatrist to treat abused toenails and painful calluses. 

 
So why should those who don’t live in Illinois, or even jog, care? Let me 
explain. Health care tries to balance the cost and benefits of service with care 
and understanding for the emotional needs of the patient. By and large, it does a 
great job. 

 
The problem is a mismatch between the backgrounds of the people who provide 
service and the services needed. Routine treatments do not rise to the level of 
disorders. Annual physicals are not complicated. 

 

 
An over-reliance on testing and high-priced technology is one reason exchanges 
are going out of business. Here is another: 

 
Dennis D’onofrio, Doctor of Podiatric Medicine, has an office in Torrington, CT. 
He did post graduate work at Yale and residency at a VA hospital. 

 
He has two board certifications and three hospital affiliations. His achievements 
verify his prowess with corns, calluses and ingrown toenails. 

 
Does Dr. Dennis, with all his expensive learning, have to perform at this level of 
medical intervention? Pedicurists, often lacking a high school degree, can 
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treat feet in storefront salons. 
 
Imagine Dr. D’onofrio, board certified and all, sanding down a big toe. Could 
a lesser-trained health care professional perform many of his daily tasks? 

 
The mismatch between medical treatment needed and qualifications of the 
provider drives up the cost of health care and creates shortages of medical 
services. 

 
We need a better system for routine and preventative health care. We are getting 
it, but too slowly. 

 
If we do not accelerate the process, the cost of health care may bury both 
medical providers and federal efforts to subsidize services for the needy and 
disadvantaged. 

 

 
Question for the Illinois Department of Insurance. Can we find capable people 
and train and certify them to perform routine and preventative medical service? 

 
Would this lower the cost of health care and could it have kept the Land 
of Lincoln cooperative viable doing what it does at a cost people and the 
government can afford? 

 

 
We know the answer. Medical providers are doing it already. Nurses perform 
procedures once in the realm of doctors. 

 
We are training medical assistants in areas as varied as family medicine, 
geriatrics, internal medicine, pediatrics, oncology, and cardiology. We need to 
accelerate the authorization for them to do more before financial pressure 
collapses the current system. 

 
Concluding thoughts. I wonder if Dr. D’onofrio has student loans from his medical 
school days. Perhaps a leased Mercedes with monthly payments. A vacation home 
in the Caribbean. 

 

 
We would not want this dialogue to hurt him. The man is a magician when it 
comes to treating minor foot pain. 
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When I was a kid I had to walk home from school past Kenny’s house. 
 
I sometimes forget my wife’s name, but I never forget his. He was a bully who 
tortured passers-by. I frequently walked four blocks out of the way to avoid him. 
Even then, I was engaging in risk management. 
 
That was my first experience with coercive power. Subsequently, I encountered it 
in the workplace. Managers forcing employees to follow orders by threatening 
them with punishment if they did not comply. 
 
The application of force is a big risk management issue. Employees usually can’t 
sue the boss if they get hurt on the job. However, they can win big judgments for 
bullying — discrimination, failing to pay earned wages, egregious violations of 
employee rights. 
 
For the past four months, I have been intrigued by the topic of coercive power. 
Two people were the focus of my attention: Donald Trump and Paul Bailo. 
 
I hardly need to report many details on Mr. Trump. It has become an evening 
news ritual to see which person was the target of his bullying. 
 
That’s politics, not the workplace. Coercive power is not the concern of risk 
managers. Tell that to Paul Bailo. 
 
The newly minted Dr. Bailo defended his dissertation and received a Ph.D by 
writing about bullying in the workplace today. He surveyed 400 MBA candidates 
grouped into Generation X and Y by birthday, male and female by gender. 
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All of them said they do not use coercive power with their subordinates and 
colleagues. Thank goodness. Such behavior is not pretty and it’s risky. 
 
Another finding was disturbing. All four groups said their bosses use it as a tool 
to drive subordinates to achieve goals. 
 
Further, senior managers tolerate or encourage negative reinforcement. Senior 
executives seek the glory of making Fortune’s “100 Best Companies to Work 
For“ list. Do they know what’s going on in their own organizations? 
 
Bailo’s research is not a big surprise to risk managers. They know we need to 
protect employees from retaliation when they refuse to break laws or report 
illegal behavior. They keep records of grievances, injuries resulting from unsafe 
conditions, and discrimination and harassment lawsuits. They strive to reduce 
bullying incidents. 
 
I do think it’s a wake-up call for senior executives. MBA candidates, male and 
female, older and younger, uniformly agreed that coercive behavior is alive and 
well with their bosses and their bosses’ bosses. That’s big news in 2016. 
 
Are we still in 2002 when a jury awarded almost $12 million to an employee who 
was retaliated against for taking time off under the Family Medical Leave Act to 
care for his aging parents? 
 
I wonder if senior executives remember Ani Chopourian and all the bullying 
complaints she filed when she worked as a physician’s assistant. 
 
Would a jury agree with her employer that she was guilty of professional 
misconduct, the stated explanation for the reason the hospital fired her and tried 
to deny her unemployment benefits? 
 
I guess not. In 2012, a jury in Sacramento awarded her $168 million in damages, 
possibly the largest workplace harassment judgment in U.S. history. 
 
Mr. Trump and Dr. Bailo bring back the memory of Kenny in different ways but 
they send the same message.  I encourage risk managers to enhance their 
efforts to wipe out bullying in the workplace. 
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Mainak Sarkar, 38 years of age, was described by his high school teacher and 
mentor as calm, smart and unassuming. 
 
“Mainak was a level-headed, intelligent student and never gave any indication of 
abnormal behavior.” He graduated from one of India’s elite engineering institutes 
where admission is fiercely competitive and students face huge pressure to 
excel. 
 
He came to the United States to get his doctorate from UCLA. How did he do? 
 
Not well. Recently, he shot and killed his estranged wife in her suburban 
Minneapolis home, then drove 2,000 miles to California where he shot and killed 
his professor before taking his own life. 
 
Individuals who knew him in the U.S. speculated that he “may have been 
demoralized by the long struggle to earn his doctorate.” A common problem. 
More than half of doctoral candidates never finish their dissertation. 
 
This is one story that makes me think that risk managers working in higher 
education have their work cut out for them. I have another. 
 
In 1996, Professor Alan Sokal submitted a paper to a scholarly journal published 
by Duke University Press. The title was, “Transgressing the Boundaries: Towards 
a Transformative Hermeneutics of Quantum Gravity.” 
 
What impact did this single paper have on modern science? 
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None. Sokal subsequently announced that his paper was outright nonsense 
presenting silly quotations about mathematics and physics. 
 
He sought to show that a serious scholarly journal would publish, “… a pastiche 
of left-wing cant, fawning references, grandiose quotations, and outright 
nonsense … structured around the silliest quotations … he could find about 
mathematics and physics.” 
 
Risk managers have a staggering problem on their hands if they are ever going 
to make enterprise risk management inroads across the full Academy. There is 
no other way to see it. 
 
Colleges and universities are firmly in the hands of faculty and administrators 
who are in denial when it comes to risks threatening higher education. Last year 
Sweet Briar, a historically renowned college in Virginia, announced it would 
close. 
 
The news activated its alumni but otherwise barely rippled the post-secondary 
waters. Last week Dowling College, less prominent but equally important to its 
students, took the same drastic step. 
 
Many colleges and universities are on the brink of a crisis caused by high tuition, 
excessive student borrowing, failure to graduate students within a reasonable 
time frame, and inadequate job skills after graduation. 
 
Solving these problems is within the scope of enterprise risk management. 
Unfortunately, as I think they would acknowledge, risk managers are largely 
paralyzed to help with problems on the academic side of the house. 
The requirement to perform obtuse research is a disaster for higher education. It 
rewards professors for writing nonsense in journals that add little to our 
knowledge and have almost no practical value. 
 
It distracts everybody from the valuable role of helping develop the knowledge, 
values, and skills of students. This is the ERM challenge for higher education. 
 
What can we do? Not much about Mainak Sarkar. But wait a minute. Did Sokal 
violate the ethics of the Academy? Maybe yes, maybe no. 
 
This would be a good topic for a scholarly publication. Perhaps I will get started 
on that article and leave to other ERM advocates the task of addressing the 
problem of attracting bright, energetic, and enthusiastic young teachers to the 
ranks of the professoriate. 
 
Maybe somebody will publish my findings. 
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At 8pm on the evening of the1960 Presidential election, the television news networks 
reported Richard Nixon leading by more than 400,000 votes in Illinois. The Chicago 
precincts were not reporting. When they finally sent in their totals remarkably late at 
night, the voting tally gave Jack Kennedy a 9,000 vote margin and victory in the 
presidential race. The announced "turnout" by the Daley political machine was a historic 
89 percent.  
 
Thirty years later we learned that mob boss Sam Giancana rigged the election, partly by 
using money from Joseph Kennedy, the father of the incoming president.  
 
We also became familiar with an alleged quote by the senior Mr. Kennedy, “Don't buy a 
single vote more than necessary. I'll be damned if I'm going to pay for a landslide.” 
 
Cyber security today reminds us of the Joe Kennedy philosophy in Chicago in 1960. The 
issue was succinctly expressed in 2007 when the executive director of information 
security at Sony Pictures reportedly said,“ It is a valid business decision to accept the 
risk of a security breach. Sony would not invest $10 million to avoid a possible $1 million 
loss." 
 
Subsequently, a Sony unit experienced a destructive 2011 cyber attack that brought 
down its systems for 24 days, compromised personal details and other data on 77 
million user accounts, resulted in more than 50 class action lawsuits, and caused a 
financial loss in the hundreds of millions of dollars. 
 
Not to stop there, Sony Pictures was hit in 2014 by a second cyber breach. Hackers lit 
up Sony websites with annoying sounds and threatening pictures, stole or erased 
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software and data on 4,000 computers and servers, and released to the public, file-
sharing sites, completed and unreleased movie films, unfinished movie scripts, 
embarrassing emails, and salary data and social security numbers for 47,000 
employees. It was another loss in the hundreds of millions. 
 
After the 2011 breach, we might ask, “Did Sony have second thoughts about what it 
should spend on cyber security?” The evidence is not comforting, at least when we 
consider a July 2015 lengthy investigative article in Fortune magazine titled, “Sony 
Pictures: Inside the Hack of the Century.”  
 
First, the article documented a failure in the risk management culture at Sony Pictures. 
A few days before the attack, Sony requested a meeting with a “threat-intelligence” firm 
to discuss help protecting Sony against computer and system hacking. A four-man team 
from Norse Corp. arrived 30 minutes early. Security at the front gate checked in the 
visitors and sent them to an unlocked door on the IT Building. They found no personnel 
in the room and cubicles with unattended computers logged in to Sony’s international 
data network. The team sat alone for 15 minutes. 
 
Second, the magazine learned Sony Pictures had only 11 people assigned to its 
information security team. It consisted of a senior vice president, executive director, 
three directors, three managers, and three information security analysts. 
 
The presence of two high-ranking officers on the team seems to support top 
management interest in cyber security. This evidence was contradicted when Fortune 
described problems with the personalities of Sony leaders and conflicts between U.S. 
and Tokyo executives as they were distracted by heavy business challenges and 
competition. 
 
The presence of only three security analysts seems to be inadequate for such a 
complex and visible organization. Sony Pictures had 6,000 employees, $7 billion in 
revenues, 27 wholly-owned and 10 partly-owned subsidiaries in Japan, and 72 
operations and joint ventures in other countries. Its products included motion pictures, 
television production and syndication, online games, mobile entertainment, video on 
demand, and digital distribution. 
 
At this point we could analyze the problems and suggest solutions. That would be 
redundant. Suffice it to conclude that Sony needed a stronger and more proactive risk-
awareness culture in 2007, 2011, and 2014. We don’t know if changes have been 
made. We can offer encouragement that is good advice for any organization evaluating 
its cyber risk management activities. “Sony, don’t pay for a landslide but buy enough 
ballots to win.”  
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Everybody should have a favorite volcano and mine is Mount Etna in Sicily. A long time 
ago I became intrigued with the risk it poses for its neighbors. Five distinct, active 
craters. A major eruption every two years throughout recorded history. Occasional 
destruction of entire villages. 
 
The Risk and Insurance webinar on April 27 conjured up a question. Is modern cyber 
risk the electronic equivalent of an active volcano? If yes, what do we do about living on 
it? 
 
The webinar examined how organizations can maximize the return on investment from 
cyber risk mitigation. That is, how can we invest capital to achieve a specific financial 
goal? A sponsor was the Society of Actuaries. Thus, we could expect quantitative 
solutions to cyber problems. That was not what happened. 
 
For starters, the speakers separated the information technology viewpoint from 
enterprise risk management. Organizations invest in computers and networks to earn a 
return on capital. Time value of money paints the picture of the wisdom of the 
investment. This does not happen with cybersecurity decisions. The takeaway from the 
webinar was that quantitative tools are not at the level we need in an ERM context. In 
my view, they never will be. 
 
The situation is straightforward. If we operate on Mount Etna, we will never control the 
volcano. We either get off or prepare for the year 1669 when an eruption wiped out parts 
of Catania and lava streams reached the Mediterranean Sea. 
 
With cyber risk we are stuck about halfway up the mountain. We will be ducking lava 
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flows for many years. Where can we take refuge? Business analytics can help 
understand the costs and opportunities of cyber risk mitigation. The webinar 
recommended The National Institute of Standards and Technology (NIST) framework to 
help with cybersecurity decisions: 
 
Identify. What are the things that are at risk? Include assets, data, computer systems, 

and capabilities. 
Protect. How do we safeguard those things? Include “hard” techniques like firewalls, 

encryption, and segregation. Do not forget “soft” approaches to reduce intentional or 
careless behaviors of employees, customers, vendors, and authorized users.  

Detect and Respond. Spend big money to hire people who could otherwise be wealthy 
beyond their wildest dreams if they took up hacking and avoided jail. Turn them 
loose to spot system weaknesses and block cybersecurity losses. 

Recover. This may be the most important item on the NIST list. Assume the 
unexpected. Develop a contingency plan. Create a crisis team. Simulate an event. 
Assess your ability to restore assets, data, and capabilities. Spend the money to fix 
that which needs to be fixed. 

 
Now we go back to the return on investment. Measure it partly in financial terms with 
discounted cash flow techniques. Extend the analysis to incorporate the negative 
consequences of loss of markets, damage to reputation, and downgrading of stock 
value. 
 
The common lesson of Mount Etna and cyber risk is that we cannot control the 
“mountain.” We should focus on our ability to survive an “eruption.” This means we do 
not pursue the maximum return on investment. Instead, we should seek the maximum 
return on creating resilience after a cyber event. 
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A popular video shows a blind man sitting on the ground in a plaza hoping to receive 
money from those who pass by. His cardboard sign says simply, “I’m blind. Please 
help.” A few individuals drop money into a cup. 
 
A young woman stops and changes the man’s sign. Suddenly many more individuals 
give money to the man. 
 
The woman returns and the blind man asks, “What did you do to my sign?” 
Her answer is, “I wrote the same but different words.” The changed sign read, “It’s a 
beautiful day and I can’t see it.” 
 
With the Darknet and throwaway cell phones, terrorists do not need iPhones. Apple 
versus the FBI is not only about privacy or terrorism. It is about further destabilizing an 
already vulnerable world of communications. 
 
In our cyber security discussions, we often use the wrong words. This happened in the 
recent public debate when the FBI demanded an Apple iPhone backdoor to allow law 
enforcement to track communications among terrorists. In a TV broadcast, “60 
Minutes” framed the argument as stopping terrorism versus protecting privacy. 
 
Tim Cook (Apple CEO) and John McAfee (anti-virus guru) argued that law enforcement 
and the media were missing the point. If Apple complied, terrorists would immediately 
change tactics. 
 
In an earlier Risk Insider post, I argued that there were negative consequences to 
consider should Apple’s “wiper” function be disabled. 
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The standoff between Apple and the FBI temporarily resolved itself. The FBI cracked 
the iPhone and withdrew the request to Apple. 
 
In this scenario, we not only used the wrong words…we asked the wrong question. 
How then can we get the right answer? 
 
Maybe we should ask, “Can Apple help us install a wiper on every computing device 
and network?” Ten hacker attempts and all the data is erased. We would learn to back 
up our data real quick. 
 
The feature could help with privacy. Would it have anything to do with criminal 
behavior? Maybe yes. Maybe no. 
 
Separately, we may be missing the big picture. When Samuel Morse and others 
developed the telegraph, communications were instantaneously transmitted around the 
world by wire. Anywhere along a railroad line, hackers could intercept the message. 
This is the public Internet of 2016. 
 
Is the right question, “What should we do to fix a 21st Century communications system 
built upon a 19th century telecommunications model?” 
 
Cyber security efforts should not stop with, “I’m blind. Please help.” The words should 
stir us to action. 
 
We can hope the best and brightest of our cyber security folks help us see a beautiful 
day by devising a secure Internet that does not impede law and enforcement. 
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I have an Italian friend who raised two daughters, both delightful and well-mannered. 
One was smart as a whip. The other, in a term used by her mother, was a little “stunad,” 
a Sicilian word for a not-so-bright person. It roughly translates as stupid. 
 
 If we listen enough to presidential candidates and advertising pitches on 
television, we recognize that many parties treat us as though we are all “stunad.” This 
does not make much difference in most activities of daily life. It is quite dangerous in 
cybersecurity. I am referring to the legal and emotional quarrel between Apple, as 
articulated by Tim Cook, and the FBI, led by Director James Comeyis. 
 
 The issue is straightforward. Thousands of eager hackers find their way around 
even the most sophisticated encryption. If not today, certainly by tomorrow. Thus, Apple 
incorporated into the iPhone a privacy feature that, by all indications, seems to work. If 
you simply encrypt data, a powerful computer may crack the code by brute force. So 
Apple created “wiper,” a feature that deletes all data on the tenth incorrect password. 
The government wants Apple to disable the feature. Apple says no. 
 
 As with many such arguments, we wind up in court where a judge makes a ruling 
on a narrow legal interpretation. This one was based on the All Writs Act, a 1789 law 
that authorizes courts to do anything that seems to be "appropriate.” No congressional 
debate. No public discussion. No evidence that the judge has a clue as to the 
ramifications of the ruling. 
 
 So why do we introduce this dispute with a slang term from Sicily? The answer is 
simple. Anyone who knows cybersecurity dangers also knows that we need a broader 
discussion on the Internet of Things. Two issues: 
 

• Unknown Ramifications. If you create a backdoor to widely-used devices, what 
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harm will be done by the bad guys? 
• Role of the Courts. Magistrate Judge Sheri Pym ordered Apple to defeat the 

wiper feature. A well-qualified judge on legal matters is hardly an expert on cyber 
risk. 

 
Apple, supported by others, is resisting the Order. At this point nobody knows who will 
win. It is entirely possible that everyone will lose. 
 
 Perhaps I can make a suggestion. During World War II, the Brits cracked the 
German Enigma code in Europe. In the Pacific theater, the Americans recruited 500 or 
so native talkers of Navajo. Identified as “code talkers,” they transmitted the most 
sensitive data over open radio frequencies. The Japanese never cracked the code. This 
is instructive in the current Apple-FBI disagreement. Should we tackle the encryption or 
acknowledge ways around it? 
 
If that’s not enough, consider terrorists, the real target of the lawsuit. As soon as the 
iPhone is not secure, terrorists will find today’s equivalent of Navajo. Will it be one of 
the 7,097 distinct languages identified by Ethnologue? Probably not, although my 
personal preference is Konso, a Lowland East Cushitic language spoken by about 
200,000 people. More likely, they will communicate using the Darknet or some other 
secure channel. Did Judge Pym consider this possibility? 
 
 We will watch the Apple-FBI litigation on appeal. Let’s hope the courts get this 
one right. In the meantime, the terrorists are probably developing strategies to 
circumvent unlocked iPhones. They are not, after all, “stunad.”  
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During	my	time	in	the	military,	I	was	a	company	commander	in	charge	of	trucks	that	supplied	
fresh	and	frozen	food	to	the	troops.	I	lost	one	of	the	trucks	on	a	narrow	winding	road	in	the	
mountains	in	a	foreign	country	when	it	encountered	an	oncoming	bus	filled	with	innocent	
civilians.	
	
The	19-year	old	driver	swerved	to	avoid	a	collision	and	went	over	a	cliff.	In	the	memorial	
service,	I	praised	the	unselfish	act	even	as	I	mourned	the	loss.	
	
The	driver	encountered	a	point	of	limited	vision	on	the	road.	Maybe	driving	too	fast.	Maybe	
not.	He	did	not	have	the	life	experience	to	be	wary	of	blind	spots.	He	needed	to	use	extra	care.	
	
The	telecommunications	highway	is	filled	with	places	where	incidents	can	occur.	There	are	
many	stretches	of	straight	road	where	we	can	drive	at	full	throttle	in	terms	of	megabits	per	
second.	At	times	we	seem	only	to	be	concerned	with	greater	speed	and	efficiency,	but	what	
about	the	blind	spots?	
	
A	security	check	on	potential	authorized	users	of	a	system	illustrates	the	problem.	Bradley	
Manning	joined	the	Army	in	2007,	passed	an	FBI	security	check,	and	was	given	a	high-level	
security	classification.	
	
Apparently,	a	shortage	of	intelligence	analysts	caused	senior	officers	to	ignore	signs	of	
psychological	instability.	The	Army	gave	him	access	to	top	secret	communications	systems	and	
data.	
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Access	to	a	system	should	be	based	on	“need	to	know,”	not	“need	to	assist	others	with	clerical	
tasks.”	
	
Perhaps	the	most	egregious	blind	spot	example	involves	Sony	Corp.	The	narrative	starts	in	2011	
when	George	Hotz,	nickname	Geohot,	objected	to	the	fact	that	Sony	did	not	allow	individuals	
to	create	their	own	games	on	Sony	PlayStation.	
	
He	cracked	the	PlayStation	codes	and	shared	his	findings.	Sony	sued	him	and	was	in	turn	
attacked	by	the	Anonymous	hacktivists	group.	We	think	that	Sony	suffered	a	loss	that	exceeded	
$2	billion.	
	
What	is	the	lesson	learned?	Do	not	invite	angry	outsiders	to	your	table.	
	
In	2014,	the	company	announced	plans	to	release	a	movie	depicting	the	assassination	of	the	
North	Korean	leader,	Kim	Jong-un.	Sony	was	aware	of	the	anger	of	a	nation	with	extensive	
capability	to	hack	sophisticated	computer	systems.	
	
Three	weeks	prior	to	the	movie	launch,	Sony	IT	personnel	met	with	representatives	of	a	
“threat-intelligence”	firm	to	discuss	safeguards	for	its	system.	Fortune	magazine	documented	
Sony’s	behavior,	which	is	quite	horrible	and	will	not	be	related	here.	
	
A	few	highlights:	
	
In	2007	the	top	information	security	officer	at	Sony	Pictures	said	it	was	a	“valid	business	
decision	to	accept	the	risk	of	a	security	breach”	and	Sony	would	not	invest	“$10	million	to	avoid	
a	possible	$1	million	loss.”	
	 Sony	had	only	11	people	assigned	to	its	information	security	team.	Eight	were	
executives	or	managers.	Three	were	information	security	analysts.	
	
For	years,	senior	executives	failed	to	realize	the	exposure	and	repeatedly	declined	to	take	
greater	precautions.	The	company	proceeded	full	speed	ahead	somewhat	oblivious	to	the	blind	
spots	that	warn	of	impending	disaster.	From	all	indications,	we	cannot	isolate	Sony	with	this	
problem.	
	
We	need	to	change	our	behavior	even	as	we	rebuild	the	information	highway.	
	
New	Jersey	did	it	in	the	1950s	with	Route	22.	This	busy	stretch	of	road	was	the	site	of	numerous	
head-on	collisions.	A	“Jersey	barrier,	a	low	concrete	wall	dividing	two-way	traffic,	was	
developed	at	the	Stevens	Institute	of	Technology.	The	federal	government	and	most	states	use	
it	today	to	save	lives.	
	
When	will	we	create	a	successor	to	the	winding	and	narrow	two-lane	information	thoroughfare	
that	we	call	the	Internet?	Until	we	do,	we	must	pay	far	more	attention	to	the	blind	spots.	
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Editor’s	Note:	To	survive	a	cyber	attack,	create	a	team	of	cyber	crisis	specialists:	think	of	them	
as	your	Cyber	Security	Seal	Team	Six.	
	
A	cybersecurity	doomsday	scenario	is	a	possible	event	that	could	cause	total	destruction	of	
most	of	the	computer	and	communications	systems	on	earth.	It	would	be	the	final	day	of	
judgment	for	IBM,	Amazon,	Google,	Netflix,	and	others.	It	is	as	unimaginable	as	the	destruction	
of	the	global	financial	system	and	collapse	of	AIG,	Lehman	Brothers,	and	Merrill	Lynch.	Or	is	it?	
	 We	may	not	be	able	to	avoid	doomsday	for	the	world.	We	can	try	to	avoid	a	cyber	
disaster	for	our	own	organization.	Let’s	start	by	taking	a	quick	detour	into	the	world	of	
cryptography.	Rivest	Cipher	4	(RC4)	is	a	widely	used	cryptographic	protocol.	This	is	what	it	does	
to	encrypt	data:	
	

For	as	many	iterations	as	are	needed,	the	algorithm	modifies	the	state	and	outputs	in	a	
byte	of	the	keystream.	In	each	iteration,	it	increments	i,	looks	up	the	ith	element	of	S,	
S[i],	and	adds	that	to	j,	exchanges	the	values	of	S[i]	and	S[j],	and	then	uses	the	sum	S[i]	+	
S[j]	(modulo	256)	as	an	index	to	fetch	a	third	element	of	S,	(the	keystream	value	K)	
which	is	bitwise	exclusive	OR'ed.	Each	element	of	S	is	swapped	with	another	element	at	
least	once	every	256	iterations.	

	
We	could	read	more	of	this	Wikipedia	description	but	that	would	not	be	helpful.	Most	of	us	do	
not	understand	cryptography	even	as	our	organizations	rely	on	encryption	for	securing	our	
computer	systems.	Experts	can	explain	it	to	us	and	our	senior	management	and	the	board.	It	
sounds	impressive	but	will	it	really	work?	Security	experts	do	not	calm	our	fears.	One	of	them	
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said,	“We	can	no	longer	count	on	keeping	the	hackers	out.	Let’s	work	on	ensuring	we	can	catch	
them	once	they	break	in.”	
	 Catching	the	bad	guys	and	fixing	the	damage	changes	the	game,	particularly	since	we	
know	that	a	number	of	state	cryptologic	agencies	possess	the	capability	to	break	any	
cryptographic	system.	The	danger	of	attack	is	augmented	with	10,000	or	so	hackers	possessing	
ultra	sophisticated	computer	software	skills.	Vulnerability	is	now	the	“normal”	cybersecurity	
world.	
	 All	hope	is	not	lost.	We	can	take	steps	to	reduce	the	harm	from	these	parties:	

• Use state-of-the-art encryption even if we don’t understand it.  
• Abandon obsolete and unsecure legacy systems. 
• Build business applications on relatively-secure, private, and trustworthy 

enterprise cloud computing platforms. 
• Monitor all data and systems 24 hours a day. 

	
These	security	practices	help	us	but	we	must	do	more	to	prepare	for	a	cybersecurity	doomsday	
attack.	

• Backup our data off the grid.  
• Store it securely on guarded systems far away from our people, computers, 

networks, and mobile devices. 
• Isolate highly sensitive data on the system and severely restrict access to it. 
• Create and train a Cybersecurity Seal Team Six. 

	
	 This	recommendation	may	seem	extreme	but	a	serious	cyber	failure	cannot	be	ruled	
out.	The	possibility	demands	a	reaction	force.	Not	actual	U.S.	Navy	personnel.	Rather,	a	cyber	
special	operations	force	to	be	activated	when	needed	to	avoid	our	own	organization’s	cyber	
doomsday	scenario.	The	team	needs	to	be	composed	of	the	most	skilled	and	capable	people,	
trained	to	do	the	job,	and	available	to	be	activated	on	a	moment’s	notice.	
	
	 This	is	the	strategy	to	respond	to	a	cybersecurity	attack.	Bring	in	the	Seals.	
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The Diaoyu Fortress was a 13th century city in western China, legendary for its 
resistance to destruction by invading forces. For more than 30 years it 
successfully resisted more than 200 efforts by Mongols to breach its massive 
walls. 

 
Like Diaoyu, today’s computer networks are protected by walls separating our safe 
place from intrusion by barbarians. How much higher must we make them to keep 
out intruders? How much thicker to stop our enemies from breaking them down? 

 
Let’s face it. We rely too much upon walls. We discuss height and thickness more 
often than we acknowledge the less secure doorways. We need to step back, 
recognize that passageways are the weakness, and fix the problem. 

 
More recent history than the Song Dynasty supports this premise. The German 
Enigma machine was a formidable “wall” encrypting radio communications. By the 
time of its military use in the Second World War, an intruder needed to find the exact 
“password” from 159 quintillion different possibilities. 

 
The combination was changed every day. By trial and error, a successful effort 
was valid for less than 24 hours. 

 
Was the system impregnable? Not at all. 

 
The Allies did not succeed in breaching the wall. Instead, they concentrated on 
the traffic. 
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By a combination of operator mistakes, the capture of documents and machines, and 
procedural errors, they entered the system every day and read communications that 
totally compromised the security of German military forces. The Allies went through 
the doorways. That is the story of hackers today. 

 
To update the lesson from the Enigma machine, we need to distinguish the differences 
among social media, email, and serious system security. For Facebook, nothing is 
safe. 

 
In the language of the Sopranos, “fuh ged da boud it” when it comes to securing 
anything. Email is more consequential so we secure it by starting our password with 
a capital letter and ending it with a number. 

 
“Password1” feels sufficient even though it can be cracked by hackers in no time at 
all. Not a good idea for our bank account, compared to something like p@55W0RD# 
that can also be remembered without too much difficulty. 

 
The more consequential cybersecurity issue involves the infrastructure of the Internet 
and other electronic systems. We need a far-better structure to protect us from 
attacks on power plants, telecommunications, financial systems, and a myriad of 
vulnerable organizations. 

 
We cannot build the walls high or thick enough unless we redesign the whole system 
to recognize that the Internet is not a fortress city. It is a highway for communications 
and increasingly a tool to support our lives whether at home, in our cars, and 
everywhere else. 

 
At the moment, our security walls do not protect us from egregious misbehavior. 
We can visualize a sign above our computer networks. 

 
“Through these firewalls pass the best people in the world. Also, ultra-sophisticated 
hackers, authorized users who do not protect their passwords, and disgruntled 
parties who seek to do us harm.” 

 
Our computers and networks must always have highways and access points. We 
should always add more height and thickness to the walls. We desperately need 
better strategies to guard the openings. 

 
How do we provide protection and access 24 hours a day in a complex and 
changing world? This is the cybersecurity conundrum of  walls. 
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